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MIMO Gaussian Broadcast Channels With
Common, Private, and Confidential Messages

Ziv Goldfeld

Abstract—The two-user multiple-input multiple-output
Gaussian broadcast channel with common, private, and
confidential messages is considered. The transmitter sends
a common message to both users, a confidential message to
the User 1 and a private (non-confidential) message to the
User 2. The secrecy-capacity region is characterized by showing
that certain inner and outer bounds coincide and that the
boundary points are achieved by Gaussian inputs, which enables
the development of a tight converse. The proof relies on the
factorization of upper concave envelopes and a variant of
dirty-paper coding (DPC). It is shown that the entire region
is exhausted by using DPC to cancel out the signal of the
non-confidential message at Receiver 1, thus making DPC
against the signal of the confidential message unnecessary.
A numerical example illustrates the secrecy-capacity results.

Index Terms— Additive Gaussian channel, broadcast channel,
dirty-paper coding multiple-input multiple-output (MIMO) com-
munications, physical-layer security, upper concave envelopes.

I. INTRODUCTION

DDITIVE Gaussian channels are a common model for

wireless communication, whose open nature makes it
vulnerable to a variety of security threats, such as eaves-
dropping. However, eavesdroppers are not always a malicious
entity from which all transmissions are concealed. Rather,
a legitimate recipient of one message may serve as an eaves-
dropper for other messages. We encapsulate this notion in
a two-user multiple-input multiple-output (MIMO) Gaussian
broadcast channel (BC) with common, private and confidential
messages (Fig. 1). The common message My is intended to
both users, while M| and M; are private messages that are
sent to User 1 and User 2, respectively. Furthermore, M is
confidential and is kept secret from User 2. Many real-life
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Fig. 1. MIMO Gaussian BC.

scenarios fall within this framework. One such example is a
banking site that simultaneously: (i) broadcasts an advertise-
ment to all online users (modeled by M); (ii) offers public
information (such as material on different banking programs,
reports, forecasts, etc.) that is available only to users that are
interested in it (modeled by the private message M»); and
(iii) provides an online banking service, by which users can
access their account and perform transactions (this confidential
information is modeled by Mj). Furthermore, Sth generation
(5G) mobile technology [1] puts significant emphasis on
advanced MIMO capabilities and multiuser communication.
In particular, schemes supporting multiple users exchanging
various kinds of information over a MIMO communication
system (and their fundamental limits) are of great interest.
The studied MIMO Gaussian BC is an instance of a system
where these aspects are jointly incorporated.

In recent years, information-theoretic security over MIMO
communication systems has been an active field of research
(see [2] for a recent survey of progress in this area). Most
noticeably, the secrecy-capacity of the Gaussian wiretap chan-
nel (WTC) was characterized in [3]-[5] for the multiple-
input single-output scenario, and in [6]-[10] for the MIMO
case. The Gaussian MIMO WTC with a common message
was studied in [11]. In [12], the secrecy-capacity region for
the setting with a degraded message set and an external
eavesdropper (from which all messages are concealed) was
derived. The MIMO Gaussian BC with confidential messages,
in which the private message to each user is kept secret from
the opposite user, without and with a common message, was
solved in [13] and [14], respectively. As the capacity region
of the MIMO Gaussian BC without secrecy requirements was
derived in [15] with no common message present, and in [16]
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TABLE I

MIMO GAUSSIAN BCS WITH/WITHOUT A COMMON MESSAGE AND WHERE NONE/SOME/ALL OF
THE PRIVATE MESSAGES ARE SECRET - SUMMARY OF RESULTS

| M, | M, M, Solution
— Private Private Weingarten-Steinberg-Shamai 2006 [15]
Public Private Private Geng-Nair 2014 [16]
Public | Secret from User 2 — Ly-Liu-Liang 2010 [11]
— Secret from User 2 | Secret from User 1 Liu-Liu-Poor-Shamai 2010 [13]
Public | Secret from User 2 | Secret from User 1 Ekrem-Ulukus 2012 [14]
— Secret from User 2 Private This work
Public | Secret from User 2 Private This work

with a common message, this work settles the two remaining
scenarios concerning secrecy. More specifically, focusing on
the two-user MIMO Gaussian BC with or without a common
message and where both, either or neither of the private
messages are secret, we derive the secrecy-capacity regions
of the only two instances that remained unsolved until now.
A pointer to each past result and the contribution of this work
are found in Table I.

Up until the more recent work of Geng and Nair [16],
all the aforementioned results established the optimality of
Gaussian inputs based on channel enhancement arguments,
originally used in [15] to characterize the private message
capacity region of the MIMO Gaussian BC (without secrecy
constraints). In a nutshell, the idea of [15] was to approximate
the actual BC using enhanced BCs, for which the entropy
power inequality applies and is invoked to establish the opti-
mality of Gaussian inputs (similarly to the proof for the scalar
case by Bergmans [17]). Continuity arguments are then used
to characterize the capacity region of the MIMO Gaussian
BC of interest. The limitation of the channel enhancement
technique seems to be the difficulty in generalizing it to
account for both private and common messages. Attempted
adaptations of this technique to scenarios comprising common
and private messages include, e.g., [18] and [19], where
generally unmatching inner and outer bounds or constant gap-
from-capacity results were derived for the MIMO Gaussian
BC without and with security requirements, respectively.

Our goal is to fully characterize the secrecy-capacity region
of the MIMO Gaussian BC with common, private and con-
fidential messages and show that it is attained by Gaussian
inputs. Since channel enhancement arguments are insufficient
for this purpose, we adopt the approach of [16] for proving
the optimality of Gaussians via factorization of upper concave
envelopes (UCEs). We start by characterizing the secrecy-
capacity region under an input covariance constraint for the
setting with private and confidential messages only (i.e.,
when no common message is present). The derivation first
describes the boundary points of a certain outer bound on
the secrecy-capacity region as an UCE of a function of the
input distribution. With this result at hand, we show that if
this UCE satisfies a specific factorization property, then it is
maximized by a Gaussian input distribution. Then, using an

adaptation of dirty-paper coding (DPC) [20], we establish the
equivalence of the outer bound to a particular inner bound,
thus characterizing the secrecy-capacity region. Interestingly,
optimality is achieved by using DPC to cancel out the signal
of the non-confidential message M at Receiver 1 only. The
other variant, i.e., DPC against the signal of the confidential
message M, turns out to be unnecessary. This is in contrast
to the case without secrecy requirements [16], in which both
variants of DPC are necessary to exhaust the entire region.

We then focus on the MIMO Gaussian BC with common,
private and confidential messages (Fig. 1) and derive our main
result by characterizing its secrecy-capacity region. Although
this is a generalization of the problem without a common
message, the secrecy-capacity of the latter setting is solved
first. In doing so, we use the result without a common message
to show that Gaussian inputs are optimal for a certain portion
of the region with a common message. The rest of the region is
characterized by extending the tools from [16] and introducing
the notion of a double-nested UCE. Gaussian inputs once
again are shown to attain optimality. Finally, we visualize our
results by a numerical example. Since the obtained regions
are described as non-convex matrix optimization problems,
we convert them into a computationally efficient form by
relying on matrix decomposition properties from [21].

Organization: The UCE factorization method introduced
in [16] and further developed in this work relies on rather
heavy machinery and many technical functional analysis
results. The proofs of our main secrecy-capacity theorems
(i.e., without and with a common message) frequently refer
to these auxiliary results while also relying on additional
information-theoretic arguments (e.g., DPC). In structuring
this paper, it was important for us to distill the information-
theoretic arguments from the functional analysis aspects of
this work for two main reasons. First, this would ease the flow
trough the information-theoretic proofs and highlight the usage
of the UCE factorization method for showing that Gaussian
inputs achieve capacity. Second, by aggregating the machinery
behind this method in a separate section we hope to facili-
tate its application to additional research problems in future
work.

In accordance to the above, the rest of the paper is organized
as follows. Section II gives definitions and describes the
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MIMO Gaussian BC with common, private and confidential
messages. In Section III we state our main results: the secrecy-
capacity regions of the considered BC without and with a
common message, given in Theorems 1 and 2, respectively.
Discussions of these results and a numerical example to
illustrate the obtained regions are also given in Section III.
Section IV presents the various definitions and properties
related to UCEs used throughout this work (with proofs rele-
gated to Section VI). Section V contains the proofs of our main
secrecy-capacity results based on the technical background
supplied in Section IV. Finally, Section VII summarizes the
main results and insights of this work.

II. NOTATION AND PRELIMINARIES
A. Notation

We use the following notations. The set of natural numbers
(which does not include 0) is denoted by N, while R are
the reals. We further define R, £ {x € R|x > 0}. Given
two real numbers a,b, we denote by [a : b] the set of
integers {n € NHa] <n< LbJ}; when a = 1 we use the
shorthand [b]. Calligraphic letters denote sets, e.g., X', while
|X| stands for the cardinality of X. X" denotes the n-fold
Cartesian product of X. An element of X" is denoted by
x™ = (x1, x2, ..., x,); whenever the dimension 7 is clear from
the context, vectors (or sequences) are denoted by boldface
letters, e.g., X. The transpose and the Euclidean norm of x are
denoted by x' and |x||, respectively. Random variables are
denoted by uppercase letters, e.g., X, with similar conventions
for random vectors. All the random variables considered in this
work are real valued.

Probability density functions (PDFs) are denoted by the
lowercase letters p or g, with a subscript that identifies the
random variable and its possible conditioning. For example,
for two jointly continuous random vectors X and Y, let px,
px,y and px|y denote, respectively, the PDF of X, the joint
PDF of (X,Y) and the conditional PDF of X given Y.
Expressions such as pxy = pxpy|x are to be understood
pointwise, i.e., px,y(x,y) = px(x)py;x(y|x), for all (x, y) €
X x Y. Accordingly, when three random variables X, ¥ and
Z satisfy px|y,z = pxy, they form a Markov chain, which
we denote by X —Y — Z. The subscripts of a PDF are omitted
if its arguments are lowercase versions of the corresponding
random variables. General (i.e., not necessarily continuous)
probability distributions are denoted by the uppercase letters
P and Q, with conventions similar to those used for PDFs. The
expectation of a random variable X is EX. When a random
variable X is normally distributed we write X ~ N (u, 02),
where u = EX is the expectation of X and 2 = var(X) is
its variance. Similarly, an n-dimensional Gaussian distribution
of dimension is defined by the expectation 4 = EX € R”
and the covariance matrix K = E[(X — p)(X — p) "], for
which we write X ~ A(u, K). Generally, non-italic capital
letters, e.g., A, denote matrices. We use A > 0 to indicate
that a matrix A is positive semi-definite, while A < B denotes
“less than or equal to” in the positive semi-definite ordering,
ie., B— A > 0. The determinant of a square matrix A is
designated by |A|.
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Definition 1 (Upper Concave Envelope): Let f : D — R
be a function defined on a convex set D. The UCE C€f : D —
R of f is the pointwise smallest concave function such that
(Qﬁf)(x) > f(x), Vx € D.

Another representation of the UCE € f of f relies on the
supporting hyperplanes of f. Namely, for any x € D, we have
((‘:f)(x) = sup Ef(V).

V: EV=

X

B. Problem Definition

The outputs of a MIMO Gaussian BC at the ith channel
use are:

Yi(i)=G;X()+Z;(@), j=1,2, iecln], (1)

where G, Gy € R’ are channel gain matrices (assumed
to be known to all parties), {Zj(i)}ie[n]’ for j = 1,2,
is an independent and identically distributed (i.i.d.) sequence
of Gaussian random vectors taking values in R’*!. For
each j = 1,2 and i € [n], the elements of Z;(i) =

ik
[Zj,l(i) Ziar(i) ... Zj,,(i)] are also i.i.d. Gaussian random
variables, whose expected values and variance are specified by
the parameters of the normal distribution of Z;(i). The input

sequence {X(i )}ie[n] is subject to the covariance constraint

LS e [xox07] <k, @
i=1

where K > 0.
Remark 1 (Assumptions): We make the following assump-
tions on the channel gain matrices and the noise statistics:

1) Gy and Gy are square and invertible. The analysis
in this work relies on showing that certain inner and
outer bounds on the secrecy-capacity region coincide.
These bounds are characterized in terms of mutual
information terms between the channel input (or some
auxiliary random variables) and the channel outputs.
The mutual information terms, and hence the inner and
outer bounds, are continuous functions of the channel
gain matrices. For square matrices, recall that the set
of invertible matrices is a dense open set in the set of all
t X t matrices. Therefore, by continuity of the bounds,
the inner and outer bounds coincide for all channel gain
matrices. If Gy and Gy are not square, the singular
value decomposition (SVD) allows rewriting the original
MIMO BC as a MIMO BC with square gain matrices
(of size corresponding to the number of transmitting
antennas) using only reversible manipulations. These
manipulations have no effect on the secrecy-capacity
region of the channel (see, e.g., [15, Sec. 5]).

2) For each j = 1,2, the Gaussian noise vectors,
{Zj(i)}ie[n]’ are Lid. according to N(0,1), where 1
is the t x t-identity matrix. This assumption is without
loss of generality due to the following reasons: First,
the mean of the Gaussian noise does not affect the
capacity region. Second, when the covariance matrix is
invertible, the noises can be whitened by multiplying (1)
by another invertible matrix. On the other hand, if the
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covariance matrix is non-invertible, the communication
scenario degenerates since a suitable linear transfor-
mation converts the Gaussian channel into a noiseless
channel with infinite capacity.

We study the MIMO Gaussian BC with common, private
and confidential messages (Fig. 1). The sender communicates
three messages (Mg, M1, M) over the MIMO Gaussian BC
from (1). Mp is a common message that is intended to
both users, while M;, for j = 1,2, is delivered to user j
only. The receivers are to recover their intended messages
with arbitrarily small error probability. Moreover, M| is a
confidential message that is to be kept secret from User 2,
which is formally described by the weak-secrecy requirement

1
—1(My;Yy) —— 0,
n n—00

3)

where n is the number of channe_ll_ uses. In (3), the notation

yn 2 [Y2(1) Y>2(2) ... Yz(n)]
i € [n], Y2(i) is the output vector (taking values in R?)
observed by User 2 at the ith channel instance. For any
covariance constraint K > 0, the secrecy-capacity region Ck
is the closure of all achievable rate triples (Rg, Ry, Ry) € R3,
where achievability is defined in a standard manner (see,
e.g., [22]).

Remark 2 (Weak Versus Strong Secrecy): We set up the
problem in term of the weak-secrecy metric (3), merely
because the general inner and outer bounds we use [23]
were originally proven under this paradigm." Nonetheless,
the results from [23] are readily upgraded to strong secrecy
using the approach of Maurer and Wolf from [24], while
accounting for the channel being continuous in a manner simi-
lar to [25]. Since the focus of this paper is on the optimality of
Gaussian inputs and computable secrecy-capacity expressions,
we do not dwell on the employed notion of security.

is used, where for each

III. SECRECY-CAPACITY RESULTS

A. MIMO Gaussian BCs With Private and Confidential
Messages

The MIMO Gaussian BC with private and confidential
messages but without a common message is defined as in
Section II-B, while setting Ry = 0. For any covariance
constraint K > 0, let Cx be the corresponding secrecy-capacity
region, and for any 0 < K* < K set the following shorthand
notations:

1 I+ G K*G/
F(KY) 2 —log | ——— L 4
71(K*) 5 log 14 GKGJ (4a)
1 I+ G,KG,
F (K 2 Zlog| ————2 | 4b
2 (K*) 5 log I+G2K*G2T’ (4b)

IThe work [23] derived bounds on the admissible rate region of a BC with
privacy leakage constraints. Zero leakage corresponds to secrecy, but since
leakage can only be defined in terms of rate the resulting notion of security
is weak-secrecy.
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Define also

2 | R1 < F1(K¥)

C(K) & F(Ri, Ro) € RE| ) — 0 1) 5)

The following theorem characterizes Ck.

Theorem 1 (Secrecy-Capacity Without Common Message):
The secrecy-capacity region Cx of the MIMO Gaussian BC
with private and confidential messages under the covariance
constraint (2) is

k= |J &E. ©)
0<K*=<K

The proof of Theorem 1 (given in Section V-A) shows that
certain inner and outer bounds of the secrecy-capacity region
coincide, and that Gaussian inputs are optimal. First, we show
that the boundary points of the outer bound are an UCE of a
function of the input distribution. Based on some properties
of UCEs (see Sections IV-A and IV-B) we deduce that a
Gaussian input distribution maximizes the considered UCE.
The secrecy-capacity region is then characterized by evaluating
the boundary points of the inner bound under a Gaussian input
vector and showing that they coincide with those of the outer
bound.

Remark 3 (Interpretation of Optimal Secrecy Rates): The
right-hand side (RHS) of (4a) is the secrecy-capacity of
the Gaussian MIMO WTC with input covariance K*, where
User 1 serves as the legitimate party and User 2 as the
eavesdropper. The RHS of (4b) is the capacity of the MIMO
Gaussian point-to-point channel with input covariance K —K*
and noise covariance 1 + K*. Thus, My being confidential
forces User 1 to treat the second user as an eavesdropper.
Then, the transmission rate of M> (to User 2) is maximized
by consuming the remaining power, while treating the signal of
the first user as noise. The optimization over K* corresponds
to different choices of user prioritization.

Remark 4 (Relation to Dirty-Paper Coding): As evident
from the proof of Theorem 1 (see Proposition 8 in
Section V-A), the entire secrecy-capacity region Cx is achieved
by using DPC to cancel out the signal of the non-confidential
message My at Receiver 1 only. The other variant, i.e., DPC
against the signal of the confidential message My at Receiver
2, is unnecessary. This is in contrast to the situation without a
secrecy requirement on My (namely, the private message BC),
for which the capacity region is exhausted by taking the convex
hull of both variants (DPC against M| and DPC against M>).

Remark 5 (Relation to Common Message Case):

Theorem 1 is a special case of the secrecy-capacity
region of the MIMO Gaussian BC with common, private and
confidential messages Cx (given in Theorem 2). Nonetheless,
we separately state and prove Theorem 1 since it is used as
an auxiliary result for the proof of Theorem 2, as it implies
the optimality of Gaussian inputs for a certain portion of Cx.
More specifically, when the private message rate R» is larger
than the common message rate Ry, the optimizing distribution
of Ck coincides with that of Ck; Theorem 1 shows that this
distribution is Gaussian.
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As a corollary of Theorem 1, we characterize the secrecy-
capacity region under the average total power constraint. This
is a simple consequence of [15, Lemma 1].

Corollary 1 (Average Total Power Constraint): The
secrecy-capacity region of the MIMO Gaussian BC with
private and confidential messages under the average total
power constraint

LS xo < b, 7a)
i=1

is given by

cr=  |J &
0=<K: tr(K)<P
Remark 6 (Computing Secrecy-Capacity Region): In gen-
eral, it is hard to compute (6) and (7b) as they
involve non-convex matrix optimization problems. Nonetheless,
in Section III-C we show how to convert (6) and (7b) into a
computationally efficient form based on matrix decomposition
properties from [21]. The simplified optimization problem is
then used to illustrate the secrecy-capacity region under an
average total power constraint Cp on a numerical example.

(7b)

B. MIMO Gaussian BCs With Common, Private and
Confidential Messages

To state the secrecy-capacity region Cx of the MIMO
Gaussian BC with common, private and confidential messages
as defined in Section II-B, we define

, 1 I+ G;KG/
rs” (K1, K2) £ - log |, j=12 (8a)
2 I+Gj(K1+K2)Gj
1 I+ GiK,G/
ri(Kz) £ = log | ———= (8b)
2 I+ G2K»G,
1 I+ Gy(K| +K2)GJ
ra(Ki,Kz) £ = log —21, (8¢)
2 I+ G2K1G,

and ro(K;, K») = min {rél)(Kl , K2), r(gZ) (K, Kz)}, and set

Ro < ro(K1, Kp)
Ck(K1,K2) £ { (Ro, Ry, R2) € RY| Ry < r1(Ka)
Ry < (K1, Kp)

.(9)

Theorem 2 (Secrecy-Capacity With Common Message):
The secrecy-capacity region Cx of the MIMO Gaussian BC
with common, private and confidential messages under the
covariance constraint (2) is

k= |J kKiK.

0=<Kj,K»:
Ki+Kz=K

Theorem 2 is proven in Section V-B.

Remark 7 (Interpretation of Optimal Secrecy Rates):
Our interpretation of the structure of Ck is reminiscent of
Remark 3. First, (8b) indicates that User I achieves rates up to
the secrecy-capacity of the MIMO Gaussian WTC with input
covariance Kj. The 2nd user treats this signal as an additive

(10)

2529

Gaussian noise when decoding its private message M,
which is transmitted using another (independent) Gaussian
signal with covariance K| (see (8c)). According to (8a),
the remaining portion of the total covariance matrix, that is,
K — (K| + Ky), is employed to encode the common message
My, which is decoded by each receiver while treating all other
signals as noise. As in the case without a common message,
a layered coding scheme, when optimized over the choices of
K1 and Kj, exhausts the entire secrecy-capacity region.

As before, Theorem 2 produces a characterization of the
secrecy-capacity region under the average total power con-
straint.

Corollary 2 (Average Total Power Constraint): The
secrecy-capacity region of the MIMO Gaussian BC with
common, private and confidential messages under the
average total power constraint (7a) is given by

cr=

0<K: tr(K)<P

Ck. (11)

C. Numerical Example

We illustrate the secrecy-capacity region Cp of the MIMO
Gaussian BC with private and confidential messages (without
a common message) under an average total power constraint
P (Corollary 1). The region is described in (7b) as the union
of all secrecy-capacity regions éK, each under aAcovariance
constraint K > 0 with tr(K) < P. However, Cx itself is
described as matrix optimization problems that is not convex
in general, and is therefore, hard to compute.

We overcome the computational inefficiency of Cx by
leveraging the decomposition proposed in [21, eq. (10)]: Every
positive semi-definite matrix K* € R’*’ with K* < K can be
expressed as

1 1T

K*=K2VDV'K2 , (12)

where V € R is a unitary matrix and D € R"*' is a diagonal

matrix whose diagonal values are between 0 and 1. Since in

the subsequent example the dimension is t+ = 2, a unitary
matrix V is nothing but a rotation matrix, i.e., we set

_ |:cos(<9) —sin(0)

sin(@)  cos(d) (13)

i| , 0¢€]0,2x].
Running over all possible diagonal matrices D involves only
two palrarneters, viz. the diagonal entries of D. Finally, note
that K2 is any matrix B satisfying BB = K. Obviously, there
are many such matrices (in fact if B satisfies BBT =K, then
so does BU, for any unitary U). However, since the numerical
calculation runs over all matrices V from (13) anyway, any
choice of B would do. Our simulation uses the Cholesky
decomposition of K to calculate B.

The region Cp is computed according to (7b), while noting
that one may restrict the optimization domain to positive semi-
definite matrices K with tr(K) = P. This observation follows
because for every K’ with tr(K’) = = < P, there is a K with
tr(K) = P, such that

Cx < Ck. (14)
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Fig. 2. Secrecy-capacity region under an average total power constraint

of the MIMO Gaussian BC without a common message, where: M; is
confidential and M is private (solid blue) vs. M and My are both confidential
(dashed red).

The matrix K is constructed by increasing the (1, 1)-th entry of
K’ by P — &, while all other entries of K’ remain unchanged.
The construction satisfies K’ < K and the inclusion in (14)
follows because fixing K* < K’ < K and replacing K’ with K
in (4) does not alter (4a) and strictly increases (4b).

In the numerical example we set

03 25 1.3 1.2

G1 = [2.2 1.8]’ Gz = [1.5 3.9}

and P = 12. The secrecy-capacity region Cp is given by
the solid blue curve in Fig. 2. For comparison, the secrecy-
capacity region of the MIMO Gaussian BC with confidential
messages [13] (i.e., when each user serves as the eavesdropped
of the message to the other user) is depicted by the dashed
red curve. As expected, Fig. 2 shows that imposing a secrecy
constraint on M» at the 1st receiver strictly shrinks the secrecy-
capacity region. Although in both regions the maximal value
of R is the secrecy-capacity of the corresponding MIMO

Gaussian WTC (see (4a) and [13, eq. (4)]), the achievable
values of R, drop if M is also confidential.

15)

IV. OPTIMALITY OF GAUSSIAN INPUTS VIA
FACTORIZATION OF CONCAVE ENVELOPES

This section provides the mathematical background for
characterizing the secrecy-capacity regions of the considered
MIMO Gaussian BC without and with a common message
(Theorems 1 and 2). In the sequel we define some generic
functions and show that they are maximized by Gaussian
distributions. These functions are later used to describe the
boundary points of certain outer bounds on the secrecy-
capacity regions of interest. The properties established in this
section are leveraged to show that optimality is achieved
by Gaussian inputs, and that the resulting expressions are
attainable by a corresponding inner bound.

Sections I'V-A and I'V-B focus on functions that are reminis-
cent of those studied in [16, Secs. II-B and II-C]. Therefore,
to avoid verbatim repetition of arguments from [16], we state
some of the properties in Sections IV-A and IV-B without
proofs. The focus of is on a new function that was not
considered [16, Sec. IV-C], the properties of which we prove
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in full detail. All the proofs for this section are relegated to
Section VI.

Establishing Gaussian inputs as maximizers relies on the
notion of two-letter BCs [16, Sec. I-A], which is a special
case of a product BC (PBC).2

Definition 2 (Product BC): A PBC consists of a sender
(X1, X») and two receivers (Y11, Y12) and (Y21, Y22), and
is described by a conditional PDF of the form qYll)l,YmX] X

(2)
4Y 15, Y Xo-

A MIMO Gaussian PBC can be represented as
Y| _ |G 0 ][X " VAN
Y2 0 G [Xz 7
Yor| _ |G 0 Xy " 75,
Y22 0 Gxnl|l[X; 7y |’

where Z11, Z12, Z1, Zyy ~ N(0,1) are i.i.d. and independent
of (X1,X>). A two-letter version of a BC is a PBC in which
the components are identical, i.e., qs((ll)l YoulX; = qY|)2 Y /Xo:

In all subsequent definitions and results, the input covariance
constraining matrix K > 0 (see (2)) stays fixed.

(16a)

(16b)

A. Difference of Mutual Information Terms

Consider a BC gy, y,x. For any n > 1, let sj be a
functional of X ~ Px defined by

s7(X) £ 1(X; Y2) — 11 (X; Y1). (17

Remark 8: The definition of SZ (X) in (17) coincides with
that of 81(X) £ I1(X; Y1) — 21(X; Y2) from [16, Sec. 1I-B]
(only differing in the ordering of the mutual information terms
and the labeling of the parameter). Accordingly, we restate
and use some of the properties of SZ(X) established in [16]
without providing proofs. Additional attributes of SZ(X) that
were not proven in [16] are rigorously derived.

For a pair of random variables (V,X) such that V — X —
(Y1, Yy) forms a Markov chain, set

sIX|V) £ 1(X; Y2IV) — nI (X; Y1|V), (18)
and define the UCE of s} (X) as
S4(X) £ (c:sg)(X) = s SIXIV).  (19)
Py|x:
V-X—(Y1,Y2)

The second equality in (19) follows directly from Definition 1.
For any discrete random variable V we also set S7(X|V) £
>, P©)SH(X|V = v), and naturally extend this definition
(merely an expectation) for an arbitrary V.
Proposition 1 (Concave Envelopes Properties): The UCE
SZ satisfies:
) If V—X — (Y1,Y2) forms a Markov chain, then
SZ(XIV) < SZ(X).
2) If W—V —X— (Y1, Y2) forms a Markov chain, then
SyX|V, W) = S{(X|V).
3) 8?7 (X) is convex in n inside (0, 2), for a fixed Px, and
therefore it is continuous in n at n = 1.3

2Henceforth, we omit the time index i.
3The 3rd property can be established by considering any bounded, open
interval containing 1, and not necessarily (0, 2).
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The proof of Proposition 1 is given in Section VI-A.

Definition 3 (Maximized Concave Envelope): For any
MIMO Gaussian BC qy, y,x, define
VI(K) £ sup  SI(X) = sup sy(X|V).
X: E[XXT]=K (V,X): E[XXT]=<K,
V—X—(Y1,Y2)
(20)

We subsequently show that (20) is achieved by a Gaussian
input distribution. Central to the proof is a certain factorization
property of Sq To formulate this property, we first extend Sq

(0
to PBCs. For a PBC qY,, Yo X,

£ (X1, X2; You, Yoo) — 01 (X1, X2; Y11, Yi2),

XAy, Yy X, WE set,

21

and define the quantities s7' (X1, Xz|V), ST (X1, Xz)
and S7' (X, X,|V) analogously to the definitions of
s7(X|V), SH(X) and S} (X|V) from the above, respectively.
Proposition 2 (Factorization Property): For —any  PBC
1 ) ; . . ..
4y, Yoy 1X; X DY 1y Yoo |Xo? the following chain of inequalities
holds

SI (X1, Xo) < ST (X1]Y22) + ST (Xo|Y11)
= SI'(X)) + SP(Xa). (22)
The proof of Proposition 2 follows by repeating the steps in
the proof of [16, Proposition 6], while switching the roles of
Y; and Y>.

Theorem 3 (Gaussian Maximizer): Let X ~ N(0,K).
There exists a decomposition X = X* + X', such that X*
and X' are independent, X* ~ N'(0, K*), X' ~ N(0, K —K*),
where K* < K, and SZ X) = SZ (X*) = V,7q (K). Furthermore,
this decomposition (i.e., the covariance matrix K*) is unique.

The proof of Theorem 3 is also omitted as it mimics the
proofs [16, Th.1 and Corollary 1].

B. Nested Upper Concave Envelopes

The function considered in this subsection is used to derive
the secrecy-capacity region of the considered MIMO Gaussian
BC without a common message (see Section V-A).

For a BC gy, v,x, n > 1, A = (41, 42), where 4; > 0,
j=1,2, and any X ~ Px define

t,X) £ 21X YD) =1+ ) (X; Y2)+4185(X), (23)

where SZ (X) is given by (19). As before, for a pair of random
variables (V, X) for which V —X — (Y, Y) forms a Markov

chain, let
t;{”(xw)
2 I Y1|V) = (A+22)1(X; Yo V) + 2418 (X|V), (24)
and set
Tz,n(X)éQ(tZ,n(X)) = sup tg,n(xw). (25)
P :
V*X*V(‘;(KI,YZ)

Define TZ,W(XW) £ P(o)T;{n(XW =), fora V with a
countable alphabet and consider its natural extension when V
is an arbitrary random variable.
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Remark 9 (Nested Concave Envelopes Properties): Simi-
larly to the properties of SZ stated in Proposition 1, since
Tq is concave in Px, Jensen’s inequality implies that
TZ (X|V) < T (X), for any (V,X) satisfying V — X —
(Y1,Y2) Moreover if W—V —X forms a Markov chain,
then Tq (X|W V) = T (XIV) because Pxyw,v = Px)v.
Fmally, Tz X) is convex m n inside (0, 2), for a fixed PX,
and therefore it is continuous as a function of n at n = 1.

Definition 4 (Maximized Nested Concave Envelope): For
any MIMO Gaussian BC qy,,y,x, define

Vi,K) 2 sup T (X) = sup t,XIV).
' X: EXXT]<K (V.X): EXXT]=K,
V—-X~(Y1,Y2)
(26)

Proposition 3 (Continuity of Maximal Value): For any A as
before, Vy ,(K) is continuous in n at n = 1.
The proof of Proposition 3 follows by arguments similar to
those in the proof of Property 3 of Proposition 1. Namely,
the continuity of Vi ,(K) at # = 1 follows by verifying
that V) ,(K) is convex in # inside (0,2) and using Propo-
sition 17 from [26, Ch. 5].

As before, to state the factorization property for nested
UCEs, we ex(tend some of the preceding definitions to PBCs.

1 2

For a PBC Y|, You X)X 9Y 15, Yo |X,» WE SEL
5 (X, Xo)

£ 01X, X2: Y11, Yio) —

+ 2187 (X1, Xa).

(A1 4+ A2) (X1, X2; Y21, Y22)
(27)

Furthermore, define t?:qz X1, Xo|V), TZ‘;‘” (X1,X2) and
T;{I:qz (X1, X3|V) in a similar manner to tz’”(XW), Tz’”(X)
and TZ ”(X|V), respectively. The following proposition states
the T ; (X4, X,|V) factorization property of interest, which
is used to prove the existence of a Gaussian maximizer for
v, ,(K) from (26).

Proposition 4 (Factorization Property): For —any  PBC

©) . . . ..
Y, Yor Xy X 91, Yoo Xy the following chain of inequalities

holds

T (X1, Xo) < T, (X1 Y22) + T
< Tjjn(Xl) + Tgfn

,(X2[Y11)
(X2)

Furthermore, if the PBC is Gaussian and a triple (V*, X7, X3)
satisfies

(28)

th:(H(X*’ |V*) — T(IIX(IZ(X*’ vzk) — TQI (X )+T92 (X )

(29)

then X} — V* — X} and thﬂ(X;W*) = TZf”(X;), for j=1,2.
See Section VI-B for the proof of Proposmon 4. The
existence of a Gaussian maximizer for Vl (K) follows by
repeating the proofs of Theorem 2 and Corollary 2 in [16]
with respect to our definition of Tq WS The existence is stated
in the following Theorem, which we give without proof.
Theorem 4 (Gaussian Maximizer): Let X ~ N (0,K).
There exists a unique decomposition X = X7 + X5 + X'
into independent random variables (X7, X5, X"), where X; ~
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N@O.Kj), j = 1,2, and X' ~ N(0,K — (K; + K)),
Ky + Ky < K, such that

(X)=tq ,XT+X3) =V, v (K
Sq(X* + x*) - sq(x ) = VI (K + Kz)

(30a)
(30b)

C. Double-Nested Upper Concave Envelopes

The definitions and properties in this section are used to
derive the secrecy-capacity region of the cooperative BC with
common, private and confidential messages (as defined in
Section II-B). Let gy, ,y,;x, # > 1 be a BC, A9 = (4o, 41, 42),
where A; > 0 for j = 0,1,2 and 49 > 42, a € [0, 1] and
o =1 — a. For any X ~ Px define

X),
€19

10 " ”(X) (2 —ato)I(X;Y2) —alol (X; Y1) + T;{’,7

where TZ (X) is given by (25) and A = (11, 12).
For (V, X) that satisfy the Markov chain V — X — (Y, Y»),

we set fzo . n(XIV) in an analogous manner to (24), while
F;{o an Qf;{o denotes the UCE of f;{o oy We also set

).oa n(XIV) = Z P(v)F n(XIV = v) for a discrete V
and, as before, consider its natural extension in the case where
V is arbitrary.

Remark 10 (Double-Nested Concave Envelopes Proper-
ties): The concavity of F in Px and Jensen’s inequality
lmply that for any (V, X) wzth V — X — (Y1, Y2), we have

)‘0 " n(XIV) < FZ P n(X) If the chain W —V —X is Markov,
then Floa”(Xlw V) = Floa”(XW), because Pxyw,v =

Px)v. As a function of 1, loja’”(X) is convex inside (0,2),
for any fixed X, and is thus continuous at n = 1.

Definition 5 (Maximized Double-Nested Concave Enve-
lope): For any MIMO Gaussian BC qy, y,x, define

V{’W( ) & sup on,a,”(X)

X: E[XXT]<K

sup X|Vv). (32)

(V.,X): E[XXT]=K,
V—-X~(Y1,Y2)

Remark 11 (Continuity of Maximal Value): As before, one
readily verifies that as a function of n, on,a,q(K) is convex
inside (0, 2), and deduce its continuity at n = 1.

The above notions are once again extended to PBCs.
Namely, for any PBC qﬁ(fll)u,qu\Xu X

).00(17

2 we set
9Y 15, Y Xy

By ey (X1, X2)

= (A2 —alto) (X1, X2; Y1, Y22)

—adol (X1, X2 Y11, Yi2) + T{, (X1, X2),  (33)
and  define {7 (X1, Xo|V),  F{ 7 (Xi,X2)  and
F;{:)qu?(x X5|V) as the natural extensions to the PBC
scenario of f{  (X|V), F{ , (X) and F{ (X|V) given
above, respectlvely

Moving forward, the factorization property of F)‘0 o is

stated in Proposition 5, while Proposition 6 establishes the
existence of its maximizer.
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Proposition 5 (Factorization Property): For any  PBC

an Yo11X x 43({21)2 YIXy’ the following chain Of inequalities
holds
Lyl (0 X) < Bl (KYo) £ By (XalYi)
= P, X0 +FE ) G4

Furthermore, if the PBC is Gaussian and a triple (V*, X7, X3)
satisfies

e (X1, X351V = F7 0 (X7, X3)
= FZ:)an(X )+F).0a;7(X ) (35)
then 1X§ — VX =X} and i) X5V = F (X5, for
j=12

See Section VI-C for the proof of Proposition 5.

Proposition 6 (Existence of a Maximizer): There exists a
pair (V*,X*) with V| < ") 11 and E[XXT] < K, such
that

Vi ) =1 XV, (36)

Furthermore, one may assume that E[X*|V* = 0*] = 0, for
every v* € V*.

The existence of a maximizer and the cardinality bound on
V* are proven in Section VI-D. A zero conditional expecta-
tion can be assumed because centering conditioned on each
V* = v* does not change the mutual information terms and
hence f;{(}j “ ”(X§| V*) remains unchanged as well. In addition,
the centered versions of the input continues to satisfy the
covariance constraint.

To show that the distribution that achieves Vf “ ”(K) is
Gaussian, we use the invariance of fq0 o,y O rotation. This
invariance property is stated in the context of the next Propo-
sition, which is proven in Section VI-E.

Proposition 7 (Invariance to Rotation): Let (V,X) ~ P
attain Vf “ ”(K), with |V| =m < '(ITH) + 1, and let X,, be a
centered mndom variable (zero mean) distributed according to
the conditional PMF P;Z\v _,- Let (V1, Xy, V2,X5) ~ P

*
v,x X
P“j,X be two i.i.d. copies of (V*,X*). Define

V= (V1,V2)
- 1
X9| ‘{V = (01,02)} ~ E(Xm +Xl)2)
~ 1
X@z‘{v = (01,02)} ~ E(Xm _Xl)z)a

where X,, and X,, are taken to be independent random

variables, i.e., (Xy;,X,) ~ Pgy_,, X P;Z\v —o,- Then Xg, —
V—Xg, and Vil (K) =1, (X, |V), for j=1,2.
The existence of a Gaussian Maximizer for Vf a ”(K) is

stated next.

Theorem 5 (Existence of Gaussian Maximizer): There exists
an X* ~ N(0,K*), where K* < K, such that Vfﬂ an &) =
fzo . n(X*). Furthermore, the zero mean maximizer is unique.

See Section VI-F for the proof.

Corollary 3 (Gaussian Maximizer Properties): Let X ~
N(0,K). There is a unique decomposition X = X7 + X% +
X5 + X' into independent random variables (X7, X3, X5, X'),
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where X% ~ N(0,K;), for j =1,2,3, and X' ~ N'(0,K —
(K1 + Kz 4+ K3)), with K; + Ky + K3 < K, such that

P ) = £, X7+ X5+ X5) = Vi, (K)
(37a)

1 X3+X5) =t (XT+X5) =V (K + Ko +K3)
(37b)

Sq Xi+X3) = sq(X ) = Vq(Kl + K»). (37¢)
Corollary 3, which is a consequence of Theorem 5, is our
main tool for characterizing the secrecy-capacity region of
the MIMO Gaussian BC with common, private and confi-
dential messages. The proof of the Corollary is provided in
Section VI-G.

V. PROOFS OF SECRECY-CAPACITY RESULTS
A. Proof of Theorem 1

We establish the secrecy-capacity region of the MIMO
Gaussian BC with private and confidential messages by show-
ing that certain outer bound and inner bounds match. In partic-
ular, we consider special cases of the inner and outer bounds
[23, Ths. 1 and 3], respectively. To state the bounds, let
C denote the secrecy-capacity region of the corresponding
discrete-memoryless (DM) BC.

Bound 1 (Outer Bound): Let O be the closure of the union

of rate pairs (R1, R2) € R%r satisfying:
Ry < I(U; 1h|V) = I(U; Y2|V) (38a)
Ry < I(V;Y2) (38b)

over all (V,U) — X — (Y, Y2). Then ¢ co.
Bound 2 (Inner Bound): Let I be the closure of the union

of rate pairs (R1, R2) € R%_ satisfying:
R < 1(U; 1) —1(U; V) — 1(U; Y2]V) (39a)
Ry < I(V: Y2) (39b)

over all (V,U) — X — (Y1, Y2). Then 7cC.

The reader is referred to Appendix A for the proofs
of Bounds 1 and 2. Let CK, OK and IK denote the
secrecy-capacity region, the outer bound and the inner bound
for a MIMO Gaussian BC computed under a covariance
input constraint E[XX'] =< K. Accordingly, we have
jK - éK - (;)K

The opposrte 1nclus10n ie., (’)K C IK, is shown next. The
regions IK and OK are closed, convex and bounded subsets
of the first quadrant, and therefore, are characterized by the
intersection of their supporting hyperplanes.

Lemma 1 (Supporting Hyperplanes): The
supporting hyperplanes of Ox and Ix:

following are

R >0, R <Hf, R >0, R <HE, (40)
where
HE £ 1(U;Y|V) = 1(U: Ya|V) (41
e I ( 11V) = 1I( 21V) (41a)
E[XXT]=<K
HE 2 max  I(X;Y2). (41b)
X: E[XXT]<K
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Furthermore, (HX,0) and (0, 'Hz) are boundary points of
Ok and Ix.

Lemma 1 is proven in Appendix B. It shows that if we set
RT £ max {R1|(R1,O) € OK} and R; £ max {R2|(0 Ry) €
(’)K}, then (R7,0) and (0, R}) are attainable in Zk. Con-
sequently, to show that the regions coincide, it suffices to
establish
R+ 2Ry <

max MR+ 2Ry, (42)

(R1,R2)eOx
for A1, A2 > 0. Observe that

MR+ 2R

max N
(R1,R)eIx

max N
(R1,R2)€0k

(@)

sup
(V,U)—X—=(Y1,Y2):
E[XXT]=<K

+221(V; Y2)

sup
(V,U)—X—=(Y1,Y2):
E[XXT]<K

+ M1 Y2V, U) = 1K YA IV, U) | + 221 (X Ya)

M1 YY) = 1U: 2 V)]

@ XY |V) = (A + )1 (X; Ya| V)

(©)
< sup MIX; Y V) — (A + ) I(X;Y2]V)
—X—(Y1,Y2):
E[XXT]<K
+1iirll MSIXIV) + 221(X; Y2)
n
< sup IX;Y2)+ sup limty ,(X]V)
E[XXT]<K V—X—(Y],Yy): 11
E[XXT]<K
D sup LI Y+ sup  limTy,(X)
E[XXT]<K E[XXT]<K N1
QD sup Al (X: Y) +lim Vi, (K), (43)
E[XXT]<K ni1
where:

(a) uses (38);

(b) is because (V,U) — X — (Y, Y2) forms a Markov chain;
(c) follows by the definition of SZ (X]V) and since conditioned
onV,U—-X—(Y1, Y>) forms a Markov chain, i.e., it holds that
Py, v,v,ux = Py, Y, x. Furthermore, (c) uses the continuity
of S?, (X|V) in n at # = 1 (see Property 3 of Proposition 1),
which implies that for any vV, X)

STX|V) = S, ,XIV) = lim S7XIV);

(d) is by the definition of T (X) the Markov relation
V —X - (Y, Y>2), and because Tq (X) is continuous in 7
at 7 = 1 (see Remark 9);

(e) follows by Proposition 3.

By Theorem 4, for every n > 1, there exist independent
random variables X7 ~ N(0,K;), X5 ~ N(0,K3) and
X'~ N( K — (Ki + K2)), Ki + Kz < K, such that
VI(K) = 1, (X7+X3) and S(X}+X3) = s7(X}). Moreover,
settrng X X* + X5 + X’ maximizes 127 (X; Y2) and attains
V,7 (K) srmultaneously. In order to conform to the notation in
the bounds, let V* = X’. Taking the limit as 7 | 1, we have

max AR+ 2R
(R1,R2)€0k

S I YV = (A + A2) 1 (X Y2 | V)
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1K Y2 VA, X5) — 1(X: Yal V¥, X3) | + 221 (X: Yo)
< A1 ViV = T(X3 YalV) | 4+ 221 (V5 Ya). - (44)

The following proposition is used to show that (44) is
achievable within i'K

Proposition 8 (Partial Dirty-Paper Coding (P-DPC)): Fix
a covariance matrix K and let X = Xj + X5 + V*, where
X7, X3 and V are independent Gaussian random vectors with
covariance matrices K, Ko and K — (K| + K»), respectively,
for some 0 < Ki,Ky < K with Ki + Ky < K. Let Y; =
G;X+Zj, for j = 1,2, where Z; ~ N(0,]) is independent
of (X, X5, V). Set U =X + AV, where A = KoG/ [1+

1 _1
Gle(N}Ir] and Gl = [I + GlKlGir] 2G1. Then
(X5 Y11V — 1(X5; Y| V7)
=I1(UY) —1{U V)= I(X5; Y2V, 45)
Proof: We first write
Y = G X+7Z,

= GIX{+X5+V)+7Z

=GiI(X5+ V) + (GiX]+Zy)

Wex+17, (46)

where (a) follows by setting X £ X% + V* and Z; 2
G1X7 + Z;. By the independence of X7y, X3, V* and Zi,
we have that X and Z/ are also independent. Moreover, Z ~
N(O, I+G1K1G1T), where the covariance matrix I+G1K1G1T
is diagonalizable (due to its symmetry) and invertible (because
it is positive definite). Denoting X 21+ GK/GT, gives

T =QAQ',

where Q is a unitary matrix and A is diagonal, and furthermore
1 1 ~ 1
Y72 = QA 2Q". By defining Y; = £72Y], we have

Yl = (~31X+Zl,

(47)

(48)

where G| = 2’%G1, 7, = 2’%Z/1 and Z; ~ N(0,1).
Setting U* as above and invoking the classic Dirty-Paper
Coding Theorem (here we use the formulation from [16,
Proposition 12]), we have

IX; Y4 |VY = [(U* YY) — (U V). (49)

Furthermore,

(X5 Y2 V) = 1(X5 + AV Yo V) = 1(UF; Y2 V).
(50)

Note that Y| +— 2’%Y1 is an invertible mapping, and as
such, preserves mutual information. We conclude the proof as
follows:
I(X5; Y1 V*) — I(X5; Y2 |V7)
I Y1V = 1(UF YalV?)
21 YV - 1 Yo V)
Q1Y) — 1O V) = 10U Ya V)

DI Y - IU VY — LU YoV, (51)
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where (a) is because X = X3 4+ V* and by (50), (b) and
(d) follow since Y E_%Yl preserves mutual information,
while (c) uses (49). [ |

Inserting U™ as stated in Proposition 8 into the RHS of (44),
we obtain

max MR+ 1Ry

(R1,R2)eOk
= 21 [1X5: Y1 V) = 1(X5: Y2 V)| + 22l (V55 Ya)

= 1[I Y) =1 U V=1 Yl V)] + 2l (V¥ Ya)

(a)
< max MR + ARy,

(R1,R2)€Zk

where (a) follows since (U*, V*) — X — (Y1, Y) forms a
Markov chain and IE[XXT] < K is satisfied, which implies
that the rate pair Ry = I (U*; Y1) —I(U*; V*)—1(U*; Y2| V™)
and Ry = I(V™*;Y2) belongs to Zx. Concluding, we see that
Ix = Cx = Ok, which characterizes the secrecy-capacity
region of the MIMO Gaussian BC with private and confidential
messages. A

Furthermore, equality (and hence the extreme points of Cx)
is achieved by Gaussian inputs as stated in Proposition 8, thus
making the region computable. By evaluating Zx (or, equiva-
lently Ok) with respect to this input distribution, we describe
the secrecy-capacity region Ck as the union of rate pairs
(R1, R>) € R? satisfying:

(52)

1 I+ G (K| +K2)G/
R < 1o +Gi(Ki + ?1
2 I+ GiKiG,
1 I+ Go(K; + K2)GJ
2 I+ G2K4 G,
1 I+ GoKG/
Ry < = log 2~ : (53b)
2 I+ G2(Ky + K2)G,

where the union is over all positive semi-definite matrices
Kj, K3, such that K; + Ky < K. We further simplify (53)
by noting that the RHS of (53a) is the secrecy-capacity of
the MIMO Gaussian WTC as derived in [16, Appendix III],
which is maximized by setting K; = 0 (see [7]-[9]). Further
note that K; = 0 cannot decrease the RHS of (53b). Thus,
by relabeling K, £ K* we establish (6).

B. Proof of Theorem 2

As in the case without a common message, the secrecy-
capacity region Ck is derived by showing that certain outer
bound and inner bounds on Ck coincide. Denoting by C the
region of the DM-BC with common, private and confidential
messages, we bound it as follows.

Bound 3 (Outer Bound): Let O be the closure of the union
of rate triples (Ry, R, Ry) € Ri satisfying:

min {I(W; Y1), I(W; Y2)} (54a)
LU; W, V) = 1(U; Y2|W, V) (54b)
1(V; Y2lW) +min {I(W; Y1), [(W; Y2)} (54c)

Ry <
Ry <
Ro+ Ry <

over all (W, V,U) — X — (Y1, Y2). Then C C O.
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Bound 4 (Inner Bound): Let T be the closure of the union
of rate triples (Ry, R1, Ry) € Ri satisfying:

Ro < min {I(W; Y1), I(W; Y2)} (55a)
Ry < I(U; 1|W) = I(U; VIW) = I(U; Y2|W, V) (55b)
Ry < I(V; Y2|W) (55¢)

over all (W, V,U) — X — (Y1, Y2). Then T CC.

The proofs of Bounds 3 and 4 are relegated to Appendix A.
Denoting by Ok and Zk the adaptations of Bounds 3 and 4
to a MIMO Gaussian BC with a covariance input constraint
E[XXT] < K, we have ZTx € Cx € Ok.

Next, we use the factorization of UCEs method to show
that the opposite inclusion Ok € Zk also holds. Given the
supporting hyperplanes characterization of bounded and closed
convex sets, using a similar reasoning as in Section V-A (see
Lemma 1), it suffices to study max g, r,.r,)ecx A0 Ro+A1R1+
A2Ry, for A; > 0, j = 1,2, 3. Further note that it suffices to
restrict attention to the case where A9 > A,. This follows from
the following observation: If a rate triple (R, Ry, R2) is in Cx
then so does the triple (0, R{, Ry + Rp), since one may always
treat the common message as part of the (non-confidential)
private message to Receiver 2. Assuming 1o < A2, we have

AoRo+ A1R1 + ARy <0- Ro+ AR + A2(Ry + R2), (56)
and therefore,

max ARy + AR + 2Ry

(Ro,R1,R2)eCxk

= max
(0,Ry,R2)eCx

AR+ 2Ry,

A R1 + 2R

= max

A (57)
(R1,R2)eCk

where Ck is the secrecy-capacity region without a common
message that was characterized in Section III-A.

Hence, it suffices to show that for all ; > 0, j =1,2,3,
with A9 > A2, we have

max AoRo + 1R + A12Ry

(Ro,R1,R2)eOk

< max AoRo + ARy + ARy,

< (58)
(Ro,R1,R2) €Lk

Now, for any a € [0, 1] set @ = 1 — a, and consider the
following.

max ARy + ARy + A2R2

(Ro,R1,R2)€Ok
(a)
<

sup

io[al(W; Y0 +al(W: Yz)]
(W,V.U)—X—(Y1,Y2):
E[XX']<K

+/11[1(U;Y1|W, V) — 1(U: Ya|W, V)]

+ A2l (V;Y2|W)
= sup

WV X (Vo)

+ (A2 — ado) [ (X; Y2[W) — aiol (X; Y1|W)

+ 41X Y W, V) — (41 + ) I(X; Y2[W, V)

+ I YW, V,U) — L IX; YW, V,U)

alol (X;Y1) +atol(X;Y2)

alol (X;Y1) +alol (X;Y2)

sup
W,V)—X—(Y},Y2):
( If[XXT](ﬂl( ?
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+ (22 — alo) I (X; Y2[W) —alol (X; Y{|W)
+ I YW, V) — (A1 + A) [ (X; Y2[W, V)
+ Tim 21S4(X|W, V)

7l

(@)
< sup atol (X; Y1)+ atol(X;Y2)
W—X—(Y,Y2):
E[XXT]<K

+ (A2 — ado) I (X; Y2|W) — adol (X; Y1|W)
- Tq
+ lim T (X|W)
< sup  alol (X;Yy)+alol(X;Y7)
E[XXT]<K

+ sup
W—-X—(Y1,Y2): "
E[XXT]<K

alol (X; Y1) +alol (X;Yp)

lim

],y KIW)

(e)
< sup
E[XXT]<K

+  sup
E[XXT]<K V1

) _ .
alol (X; Y1) +alol (X;Y2) + 1”1?11 vfw’”(K),

< sup
E[XXT]<K
(59)

where:
(a) is by (54);
(b) follows because (W, V,U)—X— (Y1, Y2) forms a Markov
chain;
(c) is by the definition of SZ (X|W, V) since conditioned on
(W, V), U—-X-— (Y1, Y) forms a Markov chain, and because
S?, (X|V, W) is continuous in # at # = 1 (Property 3 of
Proposition 1);
(d) follows by the definition of T;{’ ”(X|W) since conditioned
onV, W—X-—(Yy,Y>) forms a Markov chain. Furthermore,
the continuity of TZ, n(X|W) in 7 at n = 1 (see Remark 9) is
also exploited;
(e) is by the definition of F;{m “ ”(X) (while noting that W —
X — (Y1, Yy) forms a Markov chain), and because FZ’ ”(X) is
continuous at # = 1 (Remark 10);
(f) makes use of the continuity argument from Remark 11.
Recall that for any # > 1, A; > 0, for j = 0,1,2, and
Ao > Az, Corollary 3 implies that there exist independent
random variables X}‘ ~ N(@.,K;), j = 1,2,3, and X' ~
N(O,K - (K| + Ky + K3)), such that (37) is satisfied.
Furthermore, setting X = X} + X3 + X3 + X’ not only attains
\N/,;] (K), but it also simultaneously maximizes a 1o (X; Y1) and
a0l (X; Y2). Relabeling W* = X’ and V* = X3 while taking
the limit as # | 1, we have

max AoRo + AR + 2Ry

(Ro,R1,R2)eOk
< adol (X; Y1) +aiol (X;Y2)

+ (A2 — ado) I (X; Yo W*) — adol (X: Y1 |W¥)

+ AL (XY W5, V) — (A1 + 1)1 (X; Yo [WF, V)

+ I Yo | W5, VA, X5) — M I (X Y W5, V7, X3)
< /lo[al(W*; Y1)+ al (W Yg)]

+ [ 1K YA IW*, V) = 1(X5: YW, V)|

+ Al (V*; Y2 W), (60)
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Using Proposition 8, we set U = X3 + AV* as before and
obtain
T(X5 Y W, V) = T(X5; Y2 [ W5, V5
= I(U* Y |W*) = [(U"; VIIWF) — [(X5: Y2 W5, V7).
(61)
Inserting (61) into (60), yields

max AoRo + ARy + 2Ry

(Ro,R1,R2)eOx

< Jo[al W Y1) + @I (W'5 Yo) |
T [I(U*; Y\ W5 — I (U*: VW) —1(U*: Y2 | W, v*)]
+ 2L (V* Y2 |W5)

< sup
(W,V,U)-X—(Y1,Y2):

E[XXT]<K

+,11[1(U; Y, |W) — [(U: VIW) — I(U: Ya| W, V)]
+ I (V; Y2|W).

io[al(W; Y1) +al(W; Yz)]

(62)
Since (62) holds for all a € [0, 1], we have

max AoRo + ARy + 2Ry

(Ro,R1,R2)eOx

< min

sup

,10[a1(W; Yi) +al(W; Yz)]
a€l0,1] (W, v,U)—X—(Y},Y2):
E[XX]=<K

a1 Y1 W) = 13 VIW) = [ Yol W, V)]

+ AL (V; Ya|W). (63)

Having (63), the desired equality Ox = Zx is a consequence
of the following Proposition.*

Proposition 9 (Max-Min Interchanging): The
max-min interchanging holds

following

min sup

io[al(W; Y1)+ al(W: Yz)]
@€l 1] (w,v, U)X~ (Y,Y2):
E[XX']<K

LU Y1 W) = 13 VIW) = 13 Yol W, V)]
+ 220(V; Y2 W)
= sup min g [aI(W; Y)+al(W, Yz)]
(W,V,U)—X—(Y},Y>): ¢€[0,1]
E[XX']=K
[T Y1 W) = 13 VIW) = 105 Yol W, V)]
+ 221(V; Ya|W)

= sup
W,V,U)—X—(Y},Y2):
( ]E[%(XT]j(KI )

Ao - min {I(W; Y)), (W, Yz)}

[T Y1 W) = 13 VIW) = 105 Yol W, V)]
+ 20 (V; Y2[W). (64)
The proof of Proposition 9 is given in Appendix D. Now,
noting that (W, V,U) — X — (Y1, Y2) forms a Markov chain
and E[XX "] < K, we see that the triple

Ro = min {I(W; Y1), I(W;Y2)}
Ri = I(U: Y1|W) — I(U; VIW) — I(U; Y2|W, V)

4Proposition 9 bears strong resemblance [16, Proposition 13] that was
originally established in [27]
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Ry = I(V; Y2|W)
is inside the inner bound Zx. Hence

max AoRo + AR + MRy

(Ro,R1,R2)eOk
< sup io[al(W; Y1) +al(W; Yz)]
(W,V,U)-X—(Y1,Y2):
E[Xx'1=<K
LU Y1 W) = 13 VIW) = 13 Yol W, V)]
+221(V; Y2|W)

< max AoRo + Z1R1 + A2R2,

< (65)
(Ro,R1,R2)eZk

which implies that fK = éK = @K and characterizes the
secrecy-capacity region of the MIMO Gaussian BC with
common, private and confidential messages.

To obtain the description of Ck stated in (10), note that
when 1¢ > A;, equality (and hence the extreme points of Ck)
is achieved by setting

X=X +X5+ V" "+ W*, (66)

where X} ~ N(0,Kj), j=1,2, V* ~ N(0,K3) and W* ~
N(0,K — (K; + K» + K3)) are independent of each other,
and U = X3 + AV*, where A is the P-DPC matrix from
Proposition 8. For the case when 1o < 43, (56)-(57) imply
that the boundary-achieving input distribution corresponds to
the one that achieves the secrecy-capacity region when there
is no common message (see Section V-A). Setting K3 = K —
(Kj + K») recovers the optimal input distribution for the case
without common message.

By evaluating Zk (or, equivalently Ok ) with respect to (66),
we characterize the secrecy-capacity region Ck as the union
of rate triples (Ro, R1, R2) € Ri satisfying:

(1 1+ GiKG/
Rp < min § = log =
2 I+ Gi1(K; + K> +K3)G|
1 I+ GKG/
— log +O180; T] (67a)
2 I+ Gi1(K; + Kz + K3)G,
1 I+ G (K| +K)G/
Rl < “ 1o + 1( 1+ —Zr) 1
2 I+ Gi1K1G,
1 I+ Gy(K; +K2)GJ
LB 2(Ky + K2)G, (67b)
2 I+ G2K,G,
1 I+ Gy(Ky + Ko + K3)GJ
R < Lo + Go(Ky + Kz + 3%2 ’ 670)
2 I+ Gy (Ky + K2)G,

where the union is over all positive semi-definite matrices
K1, K>, K3, such that K; + Ky, + K3 < K.

The region from (67) is further simplified using reasoning
similar to this from Section V-A. First, (67b) indicates that
the signal to User 1 is a sum of two independent zero
mean Gaussian random vector with covariance K; and Ko.
The signal that corresponds to K; carries the confidential
message M1, while the K signal is an artificial noise sent (on
purpose) to confuse User 2 (which serves as an eavesdropper
of M;). The lack of structure in the artificial noise adds to
the noise floor at both receivers (see also [13, Remark 4]).
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However, since the RHS of (67b) is the secrecy-capacity of (i) TZ‘ X)) + TZZ (X2) — A2I(Y11; Y| V)
— ,7’ ,7’ b

the MIMO Gaussian WTC, it is maximized by setting K; = 0.
Furthermore, since in both (67a) and (67¢) K; serves as noise
(i.e., it is not used to encode any of the messages), setting
K; = 0 achieves optimality. This is since K; = 0 corresponds
to revealing the K; signal to both receivers, which can only
increase the transmission rates. Taking K; = 0 and recasting
K3 as Kj, recovers (10).

VI. PROOFS OF UPPER CONCAVE ENVELOPES PROPERTIES
A. Proof of Proposition 1

Property 1 follows by Jensen’s inequality since SZ is
concave in Px, while for Property 2 we use the fact that

Pxyw,v = Px|v. To prove Property 3, fix Px and let 1, 72 €
(0,2), a €[0,1] and @ = 1 — a. Observe that

q
SW71+&'72 X)
= sup I(X;Y2|V) = (an +anm)I(X; Y|V)
Pyx:
V—X—V(lél,Yz)
<a- sup  I(X; Y2|V) —mI(X; Yq|V)
Py|x:
V-X—-(Y1,Y2)
+a - sup I(X;Y2V) — Il (X; Y V)
Py|x:
V—X—-(Y1,Y2)

= aS? (X) + aS?, (X).

Clearly, S% (X) is also bounded for every # € (0,2) and by
invoking Proposition 17 from [26, Ch. 5], we have that SZ X)
is continuous inside every closed subinterval of (0, 2), and in
particular, at # = 1.

B. Proof of Proposition 4

Let V — (X1, X2) — (Y11, Y12, Y21, Y22) form a Markov
chain. We have,

th;qz(Xl,lev)
= MI(X1,X2; Yi1, Yi2|V)
— (A1 +A) I (X1, Xo; Yo, Yo V) + ils(f?lxqz(xl,xﬂv)

= 2 [ 1%, X0 Y0 V) + 1(X0, Xa: Yo V. Ya) |
= O+ 22)[ 1 (X1, Xa: Yool V) + (X1, X3 Y|V, Vo) |
+ S (X, Xa|V)

= il[l(Xl;YlllV,Yzz)+1(X2;Y12|V,Y11)

(Y1 Yl Y1) = G+ 22) [ T(Xa: YooV, Vi)

+ (X0 Yai |V, Ya2) 4+ 1 (Y113 Yool V)

+ 1 SI (X, Xa|V)

AT X1 Y11V, Y22) — (A1 + 42)1 (X5 Y211V, Y22)

+ S X1V, Ya2) + 411 (X2; Yi2| V, Y11)

= (A1 + A1 (X2; YoV, Y11) + 11ST (Xa|V, Y11)
— 421 (Y11; Yool V)

INS

Ty, (Xi1Y22) + TP, (Xa|Y11) — 421 (Y115 Yo2!V)

< T X)) + TR, (X, (68)

where:

(a) is since given V we have the Markov chain (Y, Y21) —
X —Xo — (Y12, Y22);

(b) follows from Proposition 2 by the definition of SZ G1);
(c) is because (V,Y22)—X;— (Y1, Y21) and (V,Y () —Xo—
(Y12, Y22) form Markov chains;

(d) follows by Remark 9 due to the Markov chains Yo, — X1 —
(Y11, Y21) and Yy — Xo — (Y12, Y22).

Now for (V*, X}, X73), an end-to-end equality holds in (68).
In particular, this implies that 7(Y7;: Y3,|V*) = 0, i.e., that
Y7}, — V*—=Y3, forms a Markov chain. By [16, Proposition 2],
we have that X7 — V* — X7, which further implies the Markov
chain

(Y11, Y31) = X = V7 = X5 — (Y1, Y2)). (69)

The end-to-end equality in (68) also gives
T, (X7)
= MIXT YTV, Y5) — (A1 + A) T (XT; Y3, |V, Y3)
+ASY XTIV, Y5))
© T YV = (G + 22)] (X Y5, V7)

+ 2189 (X [V, (70)

where (a) follows because (69) implies that the chain Y3, —
V* — X7 — (Y}, Y3,) is Markov. Similarly, it can be shown
that Tgf” X3) = tg?n(xy V).

C. Proof of Proposition 5
Let V—(X1,X2)— (Y11, Y12, Y21, Y22) be a Markov chain.
We have,

s (X1, Xa|V)
= (2 —alo)I (X1, X2; Ya1, Y22)

—aol (X1, X2; Y11, Yi2) + T{ " (X1, X2 |V)

@ (42 —ado) I (X1; Y211V, Y22) —adol (X715 Y111V, Y22)
—alol (Y115 Y22I V) + (A2 — ado) I (X2; Y22IV, Y11)
—alol X2; Y21V, Y1) + (A2 — ado) I (Yi1; Y22l V)
+ng;‘” X1, Xz|V)

INE

(A2 —alo) I (Xy; Y21V, Y22) — adol (X15 Y11V, Y22)
+TY, X1V, Y2) + (22 — @20)1 (X2 Y22 V, Y1)
—aol (X2; Ya1 |V, Y11) + T, (X2l V, Y1)

— (4o — 42)1(Y11; Y22l V)

C
< Fl L KilY) +F2 L (Xo|Y1)

—(do — A2)1(Y11: Y22l V)

)

< F{ L XD +FR L (Xa) = (Ao — 22) I (Yir; Yo V)

< Pl X0 +F o, (X2), 71
where:

(a) is similar to step (a) in the proof of Proposition 4;
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(b) uses Proposition 4 and the definition of T ( [);

(c) is because (V, Y22) — X1 — (Y11, Y21) and (V Yi)—-Xo—

(Y12, Y22) form Markov chains;

(d) follows by Remark 10 due to the Markov chains Y2, —
— (Y11, Y21) and Y1 — Xo — (Y12, Y22).

For (V*, X7, X3) that satisfy (35), an end-to-end equality
holds in (71), implying that I(Y7],; Y5,|V*) = 0. Invoking
[16, Proposition 2], we deduce that X7 — V* — X3 forms a
Markov chain, which further implies the Markov chain

(Y1, Y3) - X =V — (Y, Y3)). (72)

By the end-to-end equality in (68), we also have

q
FM'] p ”(X )
(/12 - a/io)I(X*; §1|V*, 52) - aiOI(X*Q T1|V*, 52)

Ty, XTIV, Y5,)

© (iz — @20) I (X} Y3,1V*) — a2ol (X]: Y§, V)
Ty, XTIV, (73)

where (a) uses (72), which implies that Y3, — V* — X} —

(Y7, Y5,) forms a Markov chain. Similarly, it can be shown

that F2 (X3 =12 (X51V*).

ro,a,n Ao,a,n

D. Proof of Proposition 6

A key arguments in the proof of Proposition 6 is the
continuity of the nested UCE Tj. ,X) = {Qﬁtz, ,7) (X) in Px.
We shall establish this continuity using [16, Proposition 21],
which we reproduced as follows.

Proposition 10 (Boundedness and Continuity of UCE):
Consider the space of all Borel probability distributions on
R! endowed with the topology induced by weak convergence.”
Let {Xn }n oy be a sequence of random variable that satisfies
the following two properties: (i) 3 p > 1, B € R such that
E|X,||? < B, VYn € N (i.e., the sequence has a uniformly

bounded pth moment); (ii) X, P, x If g : Rl - R
is a bounded real-valued functionn Zi?t satisfies g(X,,) ——
¢(X*), then its UCE G = tisfie
G(X,) —— G(X*).
Befor'e_f)??)ving Proposition 6 at the end of this subsection,
we first verify that Proposition 10 applies to Tq (X) This

Cg is bounded and satisfies

is done by showing that t (X) is bounded and contmuous
as stated in the subsequent Lemma 2 and 3. The lemmas are
proven, respectively, in Appendices C-A and C-B.

Lemma 2 (Boundedness of Nested Concave Envelopes): For
n > land A, A2 > O there is a By, € R, such that tz,n(X) <
By, for all Px.

Lemma 3 (Continuity of Nested Concave Envelopes): Con-
sider the space of all Borel probability distributions on R!
endowed with the topology induced by weak convergence and
let {X”}neN be a sequence of random variable that satisfies:

SA sequence {X,} sen Of real-valued random variables is said to converge
weakly or, equivalently, converge in distribution to a random variable X if
lim;— 0 Fx, (x) = F(x), for every x € R for which Fx is continuous,
where Fx, and Fx are the cumulative distribution functions of X, and X,

. . . . D
respectively. This notion of convergence is denoted by X, e X
n
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(i) 4 p > 1, B € R such that E|X,||’ < B, Vn; (ii)
X, —> X*. Then t] i) —— t X
Based on Lemmas 2 and 3 [16 Proposmon 21]states that
’”(X,,) is bounded and that it satisfies Tl’”(X,,) —
T;{’ ,(X¥). The existence of a unique maximizer of Vag,a,n (K)
is established as follows. Let K > 0 and define

{"lg,a,n(ﬁ) £ sup fro,a.n(X)
X: E[XXT]=K
= sup (A2 — alo)I(X; Y2)
X: E[XXT]=K

—atol (X;Y)) + T;]%”(X).

Let {X,}, .y be a sequence of random variables with
E[X. X, ] = K, such that fy, o, (Xn) 1 ¥ag,0,7(K), as n — oc.
By [16, Proposition 17] and since E[XnX,T] = K for every
n € N, we have that {X"}neN is a tight sequence,® and that
there exist an X% and a convergent subsequence {X”m}meN

(74)

such that X, —2—> X*K Invoking [16, Proposition 18] once
m—00

Y*K), for j = 1,2,
J,
are the corresponding

more we have that h (Y;,,) —> h (
m— 00

here Y Y Y*. and Y* .
where Y1, Yon,, Y] ¢ @ d 2R
outputs. Thus,

Prasn (X3) = Vg0 (K).

By the definition of V!

(75)

(K), we write

Ao.a,n
ko a n(K) sup ),0 a n(XIV)
(V,X): E[XXT]=K,
V—-X—(Y1,Y2)
= sup > PO, ., XIV=0).
(V,X): EIXXT]=K, o
V—-X—(Y1,Y2)

(76)

Since \7)?0 u ”(K) is a convex combination as above, to obtain
the maximizer subject to the covariance constraint it suffices to
restrict attention to the family of maximizers X* for K > 0.

Thus,
q od %
Vhaa® = sp Db, ®). (7
(i}, {Ki}: 020 i
2=l >, K=K
It takes ';1 constraints to preserve the covariance matrix

(due to its symmetry) and one other constraint to preserve
> “i‘N’io,a, n(f(). Hence, by using the Bunt-Carathedory the-
orem [28], we can restrict ourselves to convex combinations
of at most m = '(ITH) + 1 points, i.e.,

m
o4 ‘
Ba®= o Sa,,® 09
{ai}{Ki}: 220 i=l
ity ai=1, 2 K=K
Consider any sequence of convex combinations

that approaches the supremum

() ()
{{ain }ze [m]> { ! }te[m]}neN

6 As defined in [16], a sequence of random variables {Xn } neN taking values

in R? is right if for every € > O there exists a compact set Ce C R, such
that P(X,, ¢ Cc) <€, Vn e N.
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as n — oo. The compactness of the m-dimensional simplex

implies that ai(”) —_— al.*, for all i € [m]. Furthermore,

n—0o0
we have the following property of the limiting points a;

see
Appendix C-C for the proof.
Lemma 4: For any i € [m], if af = 0 then
(n) 5q (n)
%4 V.0 ”(K ) —= 0.

Based on Lemma 4, we assume that o* £ minjep,) a > 0,
which implies that K; (n) 2*K uniformly ini € [m], for large
enough n. Hence, for each i € [m] we can find a convergent
subsequence {K( K }keN’ such that K("k) —— K. Putting

k—00
these together, we have

Vi anK) = (79)

Za vlo a W(K*

i.e., one can always find a pair of random variables (V*, X*)

with V¥ < " 41 such that V, Vi g ) =1 XV,

E. Proof of Proposition 7
Denote gy, y,x = ¢ and consider the two-letter BC
q(y11, y21/x1) x q(y12, y22[x2). We have
@ ¢
2V)~0 anK) =

(h) f;{Xq
0,7

X11V1) + 1] o, (X2l V2)

(X1, X2|V1, Vo)

loan

© §9%4

Mot n(Xgl,X92|\7)

FKXZ, 2 Xay, Xo,)
(6)

< FloonXo) +F, ., Xo,)
(f)

v M(K)+ lo0”7(14)—2\/5’

2 0, (80)

where:

(a) is because P} V.X achieves Vf n(K);

(b) uses the 1ndependence of (V1,X1) and (V2, X3);

(c) is a consequence of [16, Proposition 1] (namely, the invari-
ance with respect to rotation of the mutual information
between the input and output of an additive Gaussian channel);
(d) follows by the definition of the double-nested UCE;

(e) uses Proposition 35;

(f) is the definition of \7)?05 “ ”(K), while noting that the
independence of X, and X,,,, for every vy # vy € V, implies

dl

1
E[xglx;]zE[zE[xle$ll ]+ SE[XpX],

= E[X5,Xy, | (81)

and

E[Xp, X} ] ZPV(U)K = E[E[XXT|V]] K,
where we have denoted K, £ l[-E[XDXUT ]

Since the extremes of the chain of inequalities in (80)
match, all inequalities are, in fact, equalities. Equality in
step (d) implies that Py, —achieves FZOZ”(XHI,XHZ)
Furthermore, by Proposition 5 smce (d) and (e) are equalities
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we have that Xg, —V —Xp,, and that Pyix, and Pyix, achieve
1 2
10 " ”(X,gl) and Fl “ ”(Xgl) respectively. Finally, equality in

(f) means that Vy!  (K) = F Xy, Vy=1 . n(Xe_;|l7),
for j =1,2.

F. Proof of Theorem 5

As a consequence of Proposition 7, for any fixed (v, v2) €
V2, X,, +X,, and X,,, —X,,, are independent. Combined with
X,, and X,, being independent zero mean random variables,
Corollary 3 in Appendix I-A of [16] implies that X,, and
X,, are Gaussian random vectors with the same covariance
matrix. Since the pair (v, v2) € V2 is arbitrary, we see that
all Gaussian vectors {X,}, <) have the same covariance matrix.
Furthermore, we may assume that {X,},c) are all centered,
and therefore, we get that this is an i.i.d. set of Gaussian
random variables. Denoting this common covariance matrix
by K*, it clearly satisfies K* < K. Letting X* ~ A (0, K*),
we have

(a)
lo a,n

b
()ZP* )fkoar’ )
i=1

9 Z Py d)f, 4, X

o),

where (a) follows since (V,X) ~ va attains Vf a ”(K)
(Proposition 6), (b) follows by the definition of XU in the
statement of Proposition 7, while (c) follows since X* and
X,, are identically distributed, for every i € [m].

To account for the uniqueness of the zero-mean maximizer
we first show that if a zero mean random vector X is a max-
imizer, i.e., V). an® = fzo «.,X), it must be Gaussian. Let
X, and X; be two i.i.d. copies of X. Applying Proposition 7
while taking V to be a constant, we obtain that X; + X; and
Xj — X are also independent. Hence, by [16, Corollary 3], X
is Gaussian.

Next, suppose that qu (K) has two independent Gaussian
maximizers denoted by A ~ N (0, K;) and Ay ~ N(0, K»),
such that Kj, K> < and K; # Kj. Let (V,X) be a pair of
random variables, such that V ~ Ber (%) on V = {l,2},
X|{v = 1} ~ N(0,K)) and X|{V = 2} ~ N(0,Ky).
Note that (V, X) also attains Vfﬂja’”(K). Taking vy = 1 and

= 2, Proposition 7 implies that A| + A, and A} — Ay
are independent, which contradict Corollary 3 from [16] as
K # Ks.

V) EH XY

(82)

G. Proof of Corollary 3

By Theorem 5, there is an X* ~ A (0, K*), such that K* <
Kand f{, , (X" = V{ (K. Let X' ~ N(0,K — K*) be

independent of X* and set X X* + X' Thus X ~ N(0,K)

and by definition we have Fx anX) = lo oy (K-
On the other hand,
Fro.nX) = sup oo XIV)
VIX:

V—X—-(Y1,Y2)
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@ 4
= flo,aw
®) ¢q
= ko,an

XX
(X*)
54
= V)»(],OL,?](K)’
where (a) follows since X' — X — (Y1, Y2) forms a Markov
chain, while (b) follows because X| {X/ = X’} ~ X*+x’. Thus,
54 q
Viowan &) = Fyg 0., X)
=l , X
= (2 — aro) I (X*; Y2) — atol (X*; Y1)
+T4,(XH).

(83)

(84)

By Theorem 4, one can decompose X* into independent
Xj ~ N(0,K;) and X5 ~ N(0,K>), with K; + Ky < K*,
such that

Ty, (XY =t (X7 +X5) =V (K", (85)
and
SI(X} +X3) = s1(X)) = VI (K| +Ky). (86)

The proof of existence is concluded by setting X3 ~
N(0,K3), where K3 = K* — (K; + K3) and noting that
X=X7+X5+X5+X ~ N(0,K) and X* = X7 +X54+X5 ~
N(0, K*), which implies that (37) holds. The uniqueness of
the decomposition (i.e., of the covariance matrices K;, K> and
K3) is a direct consequence of Theorems 3, 4 and 5.

VII. SUMMARY AND CONCLUDING REMARKS

The two-user MIMO Gaussian BC with common, private
and confidential messages was studied. The private message
to Receiver 1 is confidential and kept secret from Receiver 2.
The secrecy-capacity region without a common message was
characterized first and Gaussian inputs were shown to achieve
optimality. The proof relied on establishing an equivalence
between certain inner and outer bounds using factorization
of UCEs [16] and a variant of DPC [20]. Our results showed
that using DPC to cancel out the signal of the non-confidential
message at Receiver 1 exhausts the entire region, making DPC
against the signal of the confidential message unnecessary.

This secrecy-capacity region without a common message
was then used to characterize a portion of the region with
a common message. The rest of the region was found using
double-nested UCEs. The secrecy-capacity region without a
common message was illustrated using a numerical example.
To make the region (efficiently) computable, matrix decom-
position properties from [21] were leveraged. The region was
shown to be strictly larger than the secrecy-capacity region of
the MIMO Gaussian BC with confidential messages (in which
each private message is kept secret from the opposite user).

APPENDIX A
DERIVATION OF INNER AND OUTER BOUNDS

A. Outer Bounds I and 3

We first establish Bound 3 as an outer bound on the secrecy-
capacity region of the setting with a common message, and
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then use it to establish Bound 1 as an outer bound on the
region without a common message.

The result of [23, Th. 3] characterizes an outer bound
Ro(Ly, Ly) onthe (L1, Ly)-leakage-capacity region of a DM-
BC with common and private messages, for some leakage
thresholds (L1, Ly) € Ri. Setting L1 = 0 and letting
Ly — 00 in Ro(Ly, L) (which corresponds to M; being
confidential and M> not being subject to any secrecy require-
ments), we have that the closure of the union of rate triples
(Ro, R1, Ry) € Ri satisfying:

Ro < min {I(W; Y1), [(W; Y1)} (87a)
R < I(U; h|W,V)—IU; Y2|[W,V)  (87b)
Ry < I(U; W) = I(U; Y2|W) (87¢)
Ro+ Ry < I(V: Y2|W) +min {I(W: Y1), [(W: Y2)}
(87d)
Ro+ Ry + Ry < I(U; 1|W) + 1(V; Y2|W,U)
+min {I(W; Y1), [(W; Y2)} (87¢)

over all (W,U,V) — X — (Y1, Y2), is an outer bound on
C. By removing the rate bounds in (87c) and (87e) from
Ro(0, 00), one recovers the region O from (54). Clearly
Ro(0,00) € O, which shows that C € O and establishes
Bound 3.

When there is no common message, one obtains Bound 1,
i.e., that ¢ C @, by setting Rp = 0 into Bound 3. This follows
by noting that

1(V; Y2|W) +min {I(W; Y1), [(W; Y2)} < (W, V; Y2),
(88)

and defining V = (W, V).

B. Inner Bounds 2 and 4

Referring to [23, Th. 1], we have R(0, o0) as an inner
bound on C, where R;(0, c0) is the closure of the union of
rate triples (Rg, R1, Ry) € Ri satisfying:

Ro < min {I(W; Y1), [(W; Y2)} (89a)
Ry < I(U; W)= I(U; VIW)=1(U; Y2|W, V)
(89b)

Ro+ Ry = I(U; Y1|W) + min {I(W; Y1), [(W; Y2)}
(89¢)

Ro+ Ry < I(V; Y2|W) 4 min {I(W; Y1), [(W; Y2)}
(89d)

Ro+Ri+ Ry < I(U; N|W) + 1(V; Y2|W) — I(U; VW)
(89e)
+min {I(W; Y1), I(W; Y2)}  (89f)

overall (W, U, V)—X—(Y1, Y2). The inclusion Z € R,(0, co)
immediately follows by noting that if (Ry, R) satisfy (55)
then they also satisfy (89). A simple consequence of the above
is that Bound 2 is an inner bound on the secrecy-capacity
region without a common message, which follows by setting
Ro =0 and W = 0 into Bound 4.
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APPENDIX B
PROOF OF LEMMA 1

First notice that (40) are supporting hyperplanes of Ok and
that the points (HX,0) and (0, H§ ) are on its boundary.
Furthermore, Ry > 0, R, > 0 and Ry, < Hé( are also
supporting hyperplanes of Ik, and since (0, Hf ) € Ik, it is
a boundary point of 7x. Note that HIK describes the secrecy-
capacity of the MIMO Gaussian WTC, where User 1 serves
as the legitimate receiver and User 2 as the eavesdropper.
Therefore (see [7]-[9]),

1
K _ ~ * T | _ * T
Hi _ZOg(é)éKlogI—i_GlK Gl‘ log’I—i-GzK G, |.
(90)

To see that (HK ,0) is also in fK consider the following. For
every 0 < K* < K, let X; and X, be independent Gaussian
random vectors with covariances K* and K — K*, respectively.
Set

U =X +AX,
V=X,
X =X +Xp,

where A = K*GI'—[I + G1K*GI]_1 is the precoding matrix
for suppressing V from Y [20, Th. 1]. Evaluating the mutual
information terms on the RHS of (39a), we first have
1
U Y1) = 103 V) = (X Ya|V) = 5 log ‘I —|—G1K*G1T‘ .
oD
Moreover,
L(U; Y2|V) = I(X1 + AXy; Go(Xi + X0) + Zo|Xo)
= 1(X1; G2X + Z2[X2)
D 1(X1; GoXi + Zo)

1
=3 log ‘I + G2K*G,

; 92)

where (a) follows because (X, Z») and X, are independent.
Combining (91) with (92) yields

IU; Y1) —1(U; V)= 1(U; Y2|V)
1 * T 1 *~ T
=§log‘I+G1KG1‘—Elog‘l—i—GzKGz, (93)

which implies that (HX,0) e 7x. Furthermore, since (HK, 0)
is on the boundary of @K and fK - @K, (HK , 0) must also
be a boundary point of fK, and therefore, R} < ’Hf is a
supporting hyperplane of Ix.

APPENDIX C
PROOF OF AUXILIARY RESULTS FOR
PROPOSITION 6 - LEMMAS 2 AND 3
A. Proof of Lemma 2
By Theorem 4, we have that if E[XXT] < K, then
VLK) =t (X"), (94)

where X* = X7+ X3, and X} and X7 are independent random
variables with X’ ~ N'(0,K;), for j = 1,2, such that K* £
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K; + Ky < K. Fu{thermore, by the definition of the UCE and
the definition of V)? n(K)’ (94) implies that for every X ~ Px
with E[XXT] < K, we have

t,X) =T, X) <V (K) =t (X (95)
Thus,
q
sup 4, (X)
X: E[XXT]<K

< AT YY) — (A + A2) (X Y2) + 41 STHXY)
© AT Y1) — (G + A) (X7 Yo) + 2185(X])
(%)
< MIX5 Y1) = (A1 4+ 21X Y2) +41Cy, (96)

where (a) is by Theorem 4, while (b) follows from an
adaptation of [16, Proposition 19] to the function S(f? (X) as
defined in (17), which implies that for # > 1 there exists a
Cy, such that SZ(X) < Cy, for all Px (see Remark 8). By (96),
we have

supt! (X)
X ”7

< sup

MIX;Yy) = (A1 + 22)I(X; Y2) + 41Cy.
0<K: X~N(0,K)

CH)
Let ;= (GjTGj)_l, Jj =1,2. For X ~ N (0, K), we write

201(X; Y1) —2(41 + 42)I[(X; Y2)
= J1log|I+ GiKG/ | — (11 + 42) log [1 + G2KG, |
= J1log [T+ KGiG| | — (A1 4 42) log |T + KG,G, |

@ oy log|Z1] + (41 + 42) log | s

+Z1(log |21 + K| — Zlog|Z2 + K[), (98)

where (a) is by setting 1 £ % > 1. To bound the last
two terms, we use the min-max theorem on eigenvalues: Let
i (A) be the ith smallest eigenvalue of the symmetric matrix
A € R we have

. u' Au
= max min  ———,

. u' Au
#i(A) = min max =
Lit1-i 0#uel,—; '

L; 0ucl; u'u

99)

where L; is an i-dimensional subspace of R’. Since the ¢-

dimensional subspace of R’ is unique (that is, L; = R;),
we obtain
T T
u Au u Au
A) = max min = min —— (100a
(A L,XO;&ueL, u'u  0#uel, u'u ( )
. u' Au u' Au
4r(A) = min max . (100b)

T = max T
L; 0#4uel; u'u 04ucl; u'u

The RHSs of (100) imply that for every non-zero u €
R’ we have uj(A) < SLAY <, (A). We upper and
lower bound the ith eigenvalue of K + X;, for j = 1,2,

as follows
u'x ju
u'u

K+ %) . u' Ku n
i i) = min max
Hi / L; 0#uelL; uTu
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> min max (uTKu—}—ﬂl(z-)) =u;i(K)+ u1(X)

~ L 0#uel; \ u'u / ' I
. u'Ku

= min max ( . ﬂz(Zj)) = p1i(K) + w1 (Z)).

(101)
Hence the eigenvalues of K + X;, j =1, 2, satisfy
wi(K) + p1(Z)) < wi(K+ Zj) < pi(K) + u4(Z5), (102)
where i € [t]. We now bound the last two terms in (98) as

log|Z; + K| —
= S loe (futcrzn)
i (K 4 Z2)*

i=1
'
( i (K z
« Zlog( i (K) + i ( 1)1)
i=1 (#i(K) + #1(22))
( wi (K) + w1, (Z1) )
t - max log 7l
! (1i(K) + 11(22))
( 1+ () )
t-log{ ——— )
(1 + u1(22))
where (a) follows from by (101), and (b) is by setting u* =
max {0, ﬁ(,ul(f,z) - /1/1,(21))} and noting that x;(K) >0
and that the derivative of the function c(x) = log (x +
11(21)) —Alog (x+u1(Z2)) is zero at x = u*, negative when
x > u* and positive when x < u*. Since u;(21), u1(Z2) > 0

(which holds since the positive semi-definite matrices X; and
¥, are invertible), we conclude that for every X ~ Px

Alog|Zs 4+ K|

IA

,\
S

(103)

t,X) < —Atlog|Zi| + (41 + 42) log | 22|

WA+ 1 (Z1)
Al+4

(1 + u1(%2))

+ 21

-t -log

£ By, < 0. (104)
B. Proof of Lemma 3

The proof of Lemma 3 follows immediately by an adap-
tation of [16, Proposition 20] (see Remark 8) and by
[16, Th. 5], which, respectively, imply that S(f? (X,) m
S%(X*), and that 1 (Y} ,) —= h(Y}‘.), for j = 1,2. Here
Y, and Y, , are the outputs of the MIMO Gaussian BC
with input X,,.

C. Proof of Lemma 4

Let i € [m] be such that &}
K > 0, we have

Nzgan( )

= 0 and note that for every

9H,

(X3)
(b) A
= izI(X;{; YZ) + Bag,a.n

p 5 A
< 7210g|1 +GoRGJ |+ Brgays  (105)
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where (a) follows from (75) and the non-negativity of mutual
information, while (b) is since T (X) is bounded. Let

{a(”k)}keN be a subsequence of {a( )}neN’ such that a("k) >0
for every k € N (if there is no such subsequence, the result of
Lemma 4 is immediate). Since af"k)Ki("") < K and al.("") > 0,
we obtain

K" < —K, VkeN.

Aoy (106)

We thus conclude that

(k) =9 (K(”k))

i v).oan

(@) A2 B
240 (2 el + 00|+ )

() A
< ai(nk) (72 log + on a ;7)

t

© o [ 42

_Otl- ?leOg(l (n))+B)v0a’7 mO,
j:

(107)

o

5

K
Gz

I +Gy—— (n)

where (a) and (b) follow from (105) and (106), respectively,
while (c) follows by denoting the eigenvalues of GQKG;— by

it

APPENDIX D
PROOF OF PROPOSITION 9

The proof relies on a result from [27, Corollary 2], which
we reproduce in the following.

Proposition 11 (Min-Max Interchange): Let Ny =
{X € Rf{_‘zd A= 1} be the d-dimensional simplex. Let P

be a set of distribution Py over a set U. Let {gl P — ]R}

ield]
be a set of functionals such that

Aé{aeRd

Vi eldl, 3Py € P, ai < gi(Pu)| (108)

is a convex set. Then

sup min 2igi(Py) = min su Aigi(P, 109
Sup i JZ i8i(Py) = min s EpP;l igi(Py). (109)

Letd =2 and P be the set of PDFs Pw v v x that satisfy
E[XXT] < K. Set
81 (PW,V,U,X)
= Aol (W; Y1)+ A20(V; Y2|W)
[T W) = 13 VIW) = 105 Yol W, V)]
(110a)
g (Pw,v,u.x)
= 20l (W;Y2) + AI(V; Y2|W)
1Y W) = 1 VIW) = 10 YalW, V)],
(110b)

and consider the corresponding set A from (108). To show
that A is convex, let (ay, az), (b1, b2) € A and P,, P, € P be
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two distributions, such that a; < g;(P,) and b; < g;(Pp), for
i =1,2. Fix a € [0, 1] and consider a distribution P given by

P(w,l),u,x)=0CPa(w,l),u,X)+0_6Pb(w,l),u,x), (111)

for all (w,v,u,x) € W xV x U x X". Equivalently, P can
be represented by setting W = (Q, W), where Q ~ Ber(a),
and denoting P = Py v uvx = P.w),v,ux, for which

(112a)
(112b)

P(Q,W),V,U,X((OD w),l), M,X) = aPa(w,U, M,X)
Po,wy,v,ux((1, w),v,u,X) = aPy(w,v,u,x),

for all (w,v,u,x) € W x V x U x X". First note that

Ep[XX"]| = aEp, [XX"] + aEp [XX"] < K, (113)

where o denotes that an expectation is taken with respect
to Q. This implies that P € P.
Next, by evaluating g;, i = 1, 2, with respect to P, we have

gi(P) = 201p (W3 Y0) + [ 1p (Us VoI W) = 1p (U3 VIW)

— (U Y2l W. V) |+ 2l p (Vi Yol W)

= 20lp(Q; Y:) + agi(Py) + agi(Pp)

> aa; + ab;, (114)

implying that a(ar, a2) + a (b1, by) € A, which establishes
the convexity of A. In the above, Ip indicates that a mutual
information term is taken with respect to an underlying distri-
bution P. The proof of Proposition 9 is completed by invoking
Proposition 11, while noting that for every tuple of random
variables (W, V, U, X), with (W,V,U) — X — (Y1, Y2) and
IE[XXT] < K, the minimum
min

ael0,1]

[ 1Y W) = LW VIW) = 1 Yol W, V)]

{10[a1(w; Y1)+ al(W; Yz)]

+ 2l (V: Y2l W)

is attained by either « =0 or o = 1.
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